3GPP TSG SA WG3 (Security) Meeting #93
S3-183529
12-16 November 2018, Spokane (US)


Source:                  NEC


Title:                       New key issue for key refreshment in 5GLAN group communication

Document for:       Approval

Agenda Item:         8.15

1
Decision/action requested

This contribution proposes a new key issue for key refreshment in 5GLAN group communication for the study on security for 5GS enhanced support of vertical and LAN services in TR 33.819 for Release 16.
2
References

[1]
3GPP DRAFT-TR 23.734 Study on 5GS Enhanced support of Vertical and LAN Services
[2]
3GPP TR 22.821 Feasibility Study on LAN Support in 5G (Describes Use case and potential requirements for 5G LAN service
[3]
3GPP TS 38.831 Radio Resource Control (RRC) protocol specification
[4]
TS 23.501 System Architecture for the 5G System
[5]
TS 23.502 Procedures for the 5G System
3
Rationale

This new key issue is proposed for the key refreshment in 5GLAN group communication during idle and inactive state of 5GLAN UE. NPN management system need to provide key refreshment in order to prevent the malicious 5GLAN UE accessing the services using the security context of the intended 5GLAN UE in idle and inactive state. Therefore, it is important to address this security issue and provide solution in 5GS release 16 specification.
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.819.

**** START OF CHANGES ****
5.X        Key Issue #x: Key refreshment in 5GLAN group communication
5.X.1
Key issue details

TR 23.734, Clause 5.5 describes a key issue #4.1: 5GLAN Group Management, which raises an issue on “how the 5G system remove a 5GLAN UE from a 5GLAN Group, e.g. based on the request from an Application Function?”.When the 5GLAN UE’s in connected state, will get services from 5G LAN group and if the 5GLAN UE’s goes to idle and inactive state, there will not be any existing active session but the security establishment between UE and 5GLAN group management function will be still active. These credentials need to be removed to avoid any potential security risks. If this issue is not addressed it can lead to impersonate attack by malicious 5GLAN UE, which can gain access to the 5GLAN type services without any authorization.
5.X.2
Security threats

Security context related to idle and inactive 5GLAN UE will be maintained by the NPN management system to avoid frequent re-authentication when 5GLAN UE moves from idle to connected or inactive to connected state. But during the 5GLAN UE idle and inactive state there will not be any existing active session with the network. A passive attacker who is eavesdropping the communication continuously starting from registration request sent by 5GLAN UE can sniff the security context present in this link. This context can be used to perform impersonate attack by an attacker to gain the 5GLAN type services.

5.X.3
Potential security requirements
The NPN system shall support a mechanism for the refreshment of the security keys in 5GLAN group communication.  
**** End of Changes ****

